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MyHHIHIAIbHOE AaBTOHOMHOE JOMKO0JIbHOE 00pa3oBaTe/IbHOE YUpeKICHHEe
Beaospckoro paiiona «/lerckuii can «3sesnouxa» r. besosipcknii»

YTBEPXJIEHO

SHEPORION NOAMACKIO BaBe IlyIOIuI/Ii/'I M Aﬂoy
«Jlerckmii can «3Be3ouKay I. benosapekuiin
kectce —  /Doxuna C.C./

IMpuxa3z Ne 190 ot 31.08.2022 1.

MHCTPYKIMS 110 PeardpoBaHHIO HA HHIIHACHTHI HHPOPMALMOHHO (e30IaCHOCTH B
MAJIOY «Jlerckmii cax «3Be3nouka» r. beaospexkuiny

OBIIIUE ITOJIOXEHMA.

[TomuTikr MHOOPMAIMOHHON OE30MACHOCTH M MEphI IO 3alluTe WHpOpMALUH HE MOTyT
IIOJTHOCTHIO FAPAHTHPOBATH 3alUTy HHPOPMAIKH, MHYOPMAIMOHHBIX CHCTEM, CEPBHCOB MK
cereii. Bcerja cCymmiecTByeT BEpOSTHOCTb, YTO IIOCIE BHEIPEHHS CHCTEMBl 3allUTHI
uHpOpMaIMK  OcTaHyTcsi ciabble MecTa, KOTOpbIE MOIYT —CHenaTh —oOecredeHue
uHPOPMAIMOHHON  0e30macHOCTH  HEO)(PEKTUBHBIM, ¥, CJIEI0BATENbHO, HHIIH/ICHTDI
MHQOPMAIIMOHHON  G€30MaCHOCTH  —  BO3MOXKHBIMH.  VIHIMIEHTHl  MH(POPMAIMOHHOH
GE30MaCHOCTH MOTYT OKa3blBaTh MpPSAMOE WM KOCBEHHOE HEraTWBHOE BO3JCHCTBHE Ha
nestenpHocTh MAJIOY. Taxxke  Hew30eXHO  BBIABICHHME  HOBBIX, paHee  HE
HICHTHGUIMPOBAHHBIX yrpo3 OesomacHocTH HMH(popManuu. VICXols M3 BBIIECKA3aHHOTO,
Ba)KHO IIPUMEHSTH CTPYKTYPHBIH IOIXOJT K:

06HApYKEHHUIO, OTIOBEIIICHUIO 00 HHIMIEHTAaX O€30IIACHOCTH U MX OIEHKE;

pearupoBaHuI0 Ha HHIMICHTHl MHQOPMAIMOHHON O€30M1aCHOCTH, BKIIOYAs aKTHBHU3ALMIO
COOTBETCTBYIOIIUX 3aIUTHBIX MEp sl IIPEJOTBPAIICHHS, YMEHbIIEHHS OCIE/ICTBHH 1 (WITH)
BOCCTAHOBJICHUS TIOCJTE HACTYIUIEHWS] HETaTHBHBIX IOCJIENCTBUM BCJIEICTBUEC HHIMJICHTA
6e30macHOCTH HHPOPMALIHUH;

M3BJICYCHHIO YPOKOB M3 MHIMACHTOB HHYOPMAIMOHHOH O€30MacHOCTH, COBEPIICHCTBOBAHUIO
CHCTEMBI 3alIMTHl MHPOPMAIMK, BBEICHHIO NMPEBEHTUBHBIX 3AIUTHBIX MEP M yIYy4IICHHIO
06LIEro moaxo/a K MEHEDKMEHTY HHIUACHTOB HHOPMALIMOHHOM O€30MaCHOCTH.

Peructparius coObITHIA GE30I1aCHOCTH, BBISIBIICHUE MHIM/IEHTOB 0€3011aCHOCTH uHpopmanuu u
pearupoBaHue Ha HUX IPOM3BOJMTCS, B TOM YHCNE, C IEIbIO BBHIIOJIHEHHS TpeboBaHuit
ITpuxaza ®CTOK Ne 17 or 11.02.2013 ¢ unaexcamu: PCB.1, PCB.2, PCB.3, PCb.4, PCB.5,
PCB.6, PCB.7.

JUis pearupoBaHds Ha HMHIMJICHTBI MHQPOPMAIMOHHOH OE€30MaCHOCTH CO3/A€TCs IpymIa
pearupoBaHHMs Ha HHLMACHTH HHYOPMAIMOHHON Ge301acHOCTH (zanee — I'PUUD).

BaxxupM wienom [PUUB siBisieTcst AqMunucTparop 6e3onacHoctd uHGOpManuu (nanee —
AJIMHHHCTpAaTop),  Ha3HauaeMbli  NpuKasoM  3asenytomero.  OH  OCYIIECTBISET
LeHTPANTH30BAHHBI MOHMTOPUHI COOBITHII Ge3omacHOCTH B cooTBeTcTBHM ¢ MHCTpyKImeH
aJIMUHHCTpATOPy O€3011aCHOCTH.

UununesToM #HPOPMAIMOHHON Ge3onacHocTH (nanee - uHimaent Vb) ssisercs coObITHE,

HApyIIAIOIee OJJHO U3 CBOUCTB 3alIMINaeMoi HHpopMmalmu (LeI0CTHOCTD, JOCTYITHOCTE HIIH
KOH(HUIEHIUAIBHOCTD) UM HECKOJIBKO TAKHX CBOUCTB OJTHOBPEMEHHO.

PETUCTPALIMS COBBITHMA BE3OITACHOCTH.
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CoOBITHSIMU 0E€30MAaCHOCTH, IOJUISKAIMUMHE PETUCTPAIMK, SBISIOTCS 3alMCH B JKypHalax
ONEPAMOHHBIX CHCTEM, IPHKIAJHOTO NPOrPaAMMHOIO OOCCHEeYCHHSI M CPEJICTB 3allUThI
nH(OopMaruK (MEKTPOHHbIE KyPHAJIBI COOOIIEHMUIA).

ViHbopMarus o coObITHSIX 6e30IacHOCTH HHYOPMAIMH SBJISIETCS 3aIUInaeMoi nHpopmariei
¥ K Hell IPEMEHSIOTCS T€ e, YTBEPXK/ICHHBIE PABHJIA M MOJUTUKH 110 3aluTe HHPOpMALHH,
YTO M K JPYToi 3amminaeMoil KOHGUASHINATEHOR HHOPMAIIKH.

Jlanexo He Bce coOBITHs 6e30MacHOCTH HH(MOPMAIHH ABJISIOTCS HHIMIEHTaMH Oe301aCHOCTH
uHbopmanuy. VHiugeHTaMu 6e30MacHOCTH SIBIISIOTCS TOJIBKO 3allpelleHHbIC ICHCTBHS, C
KOTOPBIMH MOYET OBITh CBSI3aHO CO3/IaHHE YTPO3bl HHPOPMAIMOHHON OE30IaCHOCTH.

Wudopmanusi 0 coOBITHSIXK O€30IACHOCTH TaKKE MOXET [OCTYImaTh AJIMHHHCTPATOPY
6E30MaCHOCTH OT COTPY/HHMKOB, 3aMETUBIINX aHOMAJIbHYIO aKTHBHOCTh B HH(OPMALHOHHOM
cucreMe. ViHpopMmalmein 0 cOOBITHIX 0€30IaCHOCTH TAKXKe SBISIOTCS CBEACHHA O MOTEPE,
Kpake MM KOMIIPOMETAI[UH MAIIMHHBIX U JIPYTUX HOCHTENEH HHOPMALUH.

AJIMAHHCTPATOp AHAJIU3UPYET DIEKTPOHHBIE JKYPHAIbI COOOMICHUN U NPHHUMACT PEIICHHUE,
SBIISIETCS T COOBITHE 6€30MACHOCTH MHIMACHTOM HH(POPMAIMOHHOMK O€30I1aCHOCTH.

ITo cremeHd BO3MOXKHOIO ymepda HWHOOPMALMOHHOM  CHUCTEME W HHUIUACHTbI
MH(POPMAIMOHHOM O€30MaCHOCTH MOYHO YCIOBHO pa3fieIiTh HA HE3HAYUTE/bHBIC U
3HAYUTEIbHBIE.

He3HAuWTeNbHBIME ~— TNPU3HAIOTCS — WHOMIACHTH  MHOOPMAMOHHOM  0€30macHOCTH,
COOTBETCTBYIOIINE OJHOMY MJIM HECKOJIBKUM KPUTEPUSIM:

WHIUICHT OBUT OBICTPO OGHAPYIKEH ¥ JIOKATH30BAH, 3HAYUTEIBHBIX TIOCIICCTBUI B pe3y/IbTaTe
HHITU/ICHTA HE IIPOM30IIIIO;

MHIMIEHT 3aTPOHYJ HEOOIBIIOE KOJIMYECTBO COTPY/AHUKOB;

WHIMIEHT He TpeOyeT CYIIECTBEHHBIX yCHIMH ¥ 3arpaT Ha BOCCTaHOBJICHHC
paboTocrnocoGHOCTH HHPOPMAIMOHHOH CHCTEMBI WIIH €€ YacTeH;

B pe3yNbTaTe WHIMAEHTAa He ObUIa HapylleHa KOH(GHICHUHAIBHOCTh, HEIOCTHOCTH H
JOCTYITHOCTH GONBIIMX MACCHBOB 3aIlMIIaeMO# HHpopMaluy (HapuMep, Beel 0a3bl IaHHBIX),
HapyIIeHa 6e30MacHOCTh TOJBKO HEOONBIIOro  (parMenTa uHbopManuu (OJHOM WM
HECKOJIBKUX 3anuceil 0a3bl JaHHBIX );

WHIMAEHT He TpeOyeT KOHIENTyalbHOrO IEpPecMOTpa TOJHMTUK HH(OPMAIHOHHOU
0e30I1aCHOCTH,

B pe3y/bTaTe MHIMICHTAa OPTraHM3allid HAHECEH MHUHHMAJIbHbIH yiiep0 WIM HE HAHECEHO
HUKAKoro yuepoa;

WHIMIEHT HE BBI3BAJ JOJIOCPOYHOTO MPOCTOSI MHPOPMAIMOHHOW CHCTEMBI M HE HAPYIIAI
GU3HEC-TIPOIIECCH] H TEXHOJIOTHYECKHE IPONEcChl 00paboTKU HH(OPMALIHH.

3HAYMTELHBIMY TIPU3HAIOTCS BCE HHIUICHTH HHYOPMAIMOHHON 6€3011aCHOCTH, KOTOPBIE HE
MOTYT GBITh IPH3HAHb! HE3HAYMTEIEHBIM B COOTBETCTBHHY € IIyHKTOM 2.7 TaHHON HCTPYKIHH.

PEATMPOBAHME HA WHIIMAEHT WHOOPMAIIMOHHOW BE3OIIACHOCTH U
YCTPAHEHUE ITOCJIEJICTBUAM Y ITPUYMUH MHITUJIEHTA

B ciydyae oGHApy)KEHHs] HE3HAYHTEIbHBIX WHIHMACHTOB, AJIMHHHCTPATOP CaMOCTOSTEILHO
[IPHHAMAET MEPHI 10 YCTPAHEHHIO OCIeICTBHH HHIMACHTA HHPOPMAIIHOHHOM 0€e30MacHOCTH.

B ciydae oOHApy)KeHHsI 3HAYMTEIBHBIX MHIMICHTOB, AJMHHHCTPATOp CO3BIBACT ['PUUB,
KOTOpas OLCHMBACT MHIMICHT W pEarupyeT Ha HEro Haubojee IeNecooOpa3HbIM |
pE3yIILTATHBHBIM CIIOCOOOM.

Ilocie ycrpanenus nociueacTsuii unnuaenta, I'PUMb nemaroTcs COOTBETCTBYIOMIME BBIBO/BI
(ohopMIIsieMBbIe B BHJIE aKTa) H BHOCATCS IPEUIOKEHHS IO COBEPIICHCTBOBAHMIO TEXHUIECKHX
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¥ OPraHM3AIMOHHBIX ACTIEKTOB 3aIMThI HHPOPMALHUHU C LEIbIO MPEIOTBPAIICHHUS TI0JTOOHBIX
MHIIACHTOB B OyAyIIeM.

IIporiecc pearkpoBaHus Ha WHIMICHT MHPOPMAIMOHHOH OE30IacHOCTH M BOCCTAHOBJICHHE
yiep6a, MOXKET COCTOSITh U3 CIIEYIOIINX 3TallOB!

oOHapyXeHME K OIOBEIICHHE O BO3HUKHOBeHWH CoObrTHi b (4enOBEKOM WK
ABTOMATHYECKUMHU CPEJICTBAMHK);

c6op HH(OPMAIIIY, CBI3aHHO C COOBITHAME HH(POPMAIMOHHOMH O€30MAaCHOCTH U OlICHKA 9TOMI

uHpOpMAIMK C LENbI0 ONPECNCHHs, KaKue COOBITHST MOXXHO OTHECTH K KaTeropuu
uHuaenToB Ub;

He3aMEeJIUTENbHOE pearipOBaHue Ha HHITUJACHT I/IB,

mpu HEOOXOJIMMOCTH - IIPUBJICYCHUE CIIEAATUCTOB CTOPOHHUX opraHmaunﬁ JUIS TIOJTY4YCHU A
Ka4E€CTBCHHBIX KOHCyanaI_II/If;I;

BBIMIOJIHEHHE Mep 110 HeliTpanu3aimu (pakTopoB, BeI3BaBIIMX HHIMICHT Wb;
BOCCTAHOBJICHHE yIepOa, BEI3BAHHOTO HHIHAEHTOM Ub;

perucTpanys Becex NeHCTBUM M PEIIeHAN IS IOCTIeIYIOMEro aHajus3a;
npaBoBast olieHka nHIMaeHTa Nb;

Ipu HEOOXOJIUMOCTH U Ipu  HaJIAYUKA  TIPABOBBIX OCHOBaHHH, 06pameHne B
IIPaBOOXPAHUTEJIBHBIC OPTraHbl;

IIPUHSTHS Mep JUTS TIPEIOTBPAIICHHS MOTOOHBIX HHIMAECHTOB B OY1yIIeM.

PACCJIEJIOBAHUE MHIIUJIEHTA MTHOOPMAITMOHHON BE3OITACHOCTHN.

. PaccrienoBanue WHIMIEHTAa WHPOPMALMOHHONW O€30IMIaCHOCTH IMPOBOAMTCA C  IECIBIO

BBISIBJICHHMS. ¥ HAKa3aHUs JIMI[, BUHOBHBIX B HMHIIMJIEHTE, a TaKXe C IEJIbIO BbIABICHUS
He10paboTOK B MOJUTHKAX HHOOPMAIIMOHHOH 6€3011aCHOCTH ¥ HX ONEPATMBHOTO yCTPAHCHHS.

PaccieloBaHre WHIUAEHTA IIPOBOAUTCS AMHHHCTPATOPOM 0€30MaCHOCTH CaMOCTOATEBHO
(B ciyuae He3HaUMTEIbHOTO HHIMeHT) 160 I'PUUB (B cirydae 3HAUMTEIHHOTO HHITUICHTA).
B ciydasx, KOIJla BHHOBHHKOM MHIMJEHTA SBISICTCS BHCIIHMM HapylIMTeNb, K
pacciieI0BAHUIO HHIMICHTA MOTYT IIPHBIIEKATHCS COTPYTHUKH TPABOOXPAHUTEIILHBIX OPraHoB
B YCTaHOBJICHHOM IIOPSJIKE.

.3. PacciieqoBaHue MHIUJICHTA IPOBOJTUTCS B CIICAYIOIIEM ITOPAIKE:

npoBoUTCs c6op HH(GOPMAIHK 00 HHIMIEHTE U3 BCEX BO3MOMKHBIX MCTOUHHUKOB, IPOBOJUTCA
aHanu3 cobpaHHo# nHpopMarmu, GopMEpyeTCs noKasarelnbHas Oasa;

AHANMBHPYIOTCS KaHAlbl AaTakd, YA3BUMOCTH M JApyrHe (akTophl, KOTOphIE CHCHIAIH
BO3MOYKHBIM TOSIBJICHUAE HHIUIEHTA HHPOPMAIIHOHHOM 6€30M1aCHOCTH;

AHATM3UPYIOTCS CLCHApHH JCHCTBHH HapylIUTeNs, B Cirydae QHTPOIIOTEHHOH ITPUPOIBI
HHIUICHTA;

COCTABJISETCS CIMCOK TOI03PEBAEMBIX B MHI[UCHTE JIHII, B CTy4a€ aHTPOIOTCHHOH IPHPOIBI
WHITHJICHTA;

BBISIBJISIOTCS. JIMIA, BHHOBHBIE B MHIMJIEHTE MH(POPMAIMOHHOW O€30MacHOCTH, B Clydae
AHTPOIIOTEHHON TPUPO/IbI HHIWICHTA;

onpejieyisieTcsl CTeNeHb ymiepOa, HaHeCEeHHas UH(MOPMAIMOHHOM CHCTEME, OpraHu3aluy,
cyOBeKTaM IEpPCOHATBHBIX ~JI@HHBIX B pe3ylbTaTe HMHIHMJICHTA uH(pOPMALTUOHHOM
0€e30IacHOCTH;

COCTABJIAETCS OTUET O pacClieIOBaHHUH.

B ciydasx, eci¥ HHIMAEHT NPOHM30LIEN IO BMHE COTPYAHHUKOB MAJIOY, pyKOBOJCTBO
MAJIOY npuHMMAET peleHHe 0 Mepax, KOTopsie OyyT MPUMEHEHBI K BHHOBHOMY JIMILY.

B ciydasx, €M WHIMICHT MPOU3OIIEN [0 BUHE KOHTPAreHTa WM COTPYIHMKA CTOPOHHEMH
OpraHM3aIMy, OCYIIECTBIIAIOMEH Kakue-1100 pa6otel B MAJIOY, BUHOBHbIA B MHIMJICHTE
HeceT OTBETCTBEHHOCTh B COOTBETCTBHH C HONOXeHHsMH Joroopa mexay MAJIOY u
KOHTPAreHTOM/CTOPOHHEH OpraHu3aliei.
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B ciiyuasx, ecild WHIU/ICHT IIPOM30IIEN O BUHE BHEIIHETO HApYIUMTEINsl, BUHOBHbIH HECET
OTBETCTBEHHOCTH B COOTBETCTBHH C YIOJOBHBIM M aJIMUHHCTPATHBHBIM KOJEKCAMH
Poccuiickoii @enepanuu.

[Tocite BBISBIICHHS W HAaKa3aHWs BUHOBHBIX B MHIIUIEHTE, AJMHUHHCTPATOPOM O€30MACHOCTH
mocie corjacoBaHuss ¢ pykoBojactBoM MAJIOY Moryr OBITh NpPOBEAEHBI 3aHATHA C
corpyaarkamMu MAJIOY 110 pa3bopy MpOM30IIE/IIIEro HHIMACHTA C HEJIBbI0 MPEIOTBPAIICHUS
IIOBTOPEHHUS UHIUJECHTa B OyIyIIIEM.

M3 Kaxmoro MHLUAEHTa WHPOPMAIMOHHOW O€30NaCHOCTH H3BJIEKAIOTCS YPOKH, JENIArOTCH
BBIBOJBI O HEOOXOIMMOCTH H3MEHEHUS M YIYUYlICHHS OPraHM3allMOHHBIX U TEXHUYECKHX
yacreit cuctembl 3amuthl uHGopmammu B MAJIOY. V3MeHeHHs B CHCTEME 3allUThI
uH(OpMAIMK, TPU3BAHHbBIE NPEIOTBPATHTE IIOSBICHHE BBIIBJICHHOTO M PACClEIOBaHHOIO
MHIMACHTa HHOOPMAIIMOHHON GE30MaCHOCTH, OIDKHBI OBITh OCYIIECTBICHB! B KpaTJaHIIue
CPOKH.

KJIACCUOUKALIVS UHLIUJIEHTOB UHOOPMAITMOHHOM BE3OIIACHOCTHU.

1. Vmmments: UB 10 IpoMCX0k/IEHHIO JIeTSATCs Ha IPeJHAMEPEHHBIE B CiTydaiinbie. Ciiydaiinbie

MHIMICHTEl MOTYT OBITh BBI3BaHBI AHTPOIOTEHHBIMH (akTopamu (ommMOKa COTPYIHHKA,
TeXHUYecKas HErPaMOTHOCTH), COLUANbHBIMA SBICHUSIMH, IPUPOJHBIMU SBJICHUAMH,
TEXHOTEHHBIMHU (paxTOpamu (aBapuu, KaTacTpoQm).

NHnuaeHTs! Wb Taxxe MOXHO pa3aeadTh Ha HWHOUACHTHI, BbI3BAHHBIC TEXHUYCCKHUMHU
CpeCcTBaMu, U HHIIUJICHTHI, BBI3BAHHEBIC HETEXHUYECKHUMHU CPEJICTBAMMU.

OmHUM W3 IIMPOKO PACIPOCTPAHEHHBIX BHJOB MHLHICHTOB Vb sBISICTCS MHIMACHT TUNA
«OTKa3 B 06CITY)KHBaHHK». Pe3yJIbTaToM TAKOTO HHIIHIEHTA SBJISETCS HECIIOCOOHOCTh CHCTEM,
CEpBHCOB MM CeTell MpoAoDKaTh (GYHKIMOHMPOBAHHME C IPEKHEH MPOU3BOAUTEIHLHOCTHIO.
YacTo 3TO COMPOBOMKIAETCS TOJTHBIM OTKA30M B JIOCTYIC ABTOPH30BAHHBIM IMOJIL30BATEIISM.
VHIMIEHTHI TATIA OTKa3 B 00CIY)KHBAHUM» MOTYT OBITh BBI3BaHbI KAK TEXHUYECKHMH, TaK U
HETEXHHYECKUMH cpeacTBaMu. VHIMICHTHI THIIA «OTKa3 B OOCIY)XHBAaHUM», BBI3HIBAEMBIC
TEXHHYECKHMH CpEJICTBAMH MOJMKHO KaTeropupoBaTh HA HHIMJICHTHI, HAIPaBJICHHbIC Ha
VHHYTOXXEHUE PECYPCOB, M Ha WHIMIEHTHI, HANPABICHHbIC HA HCTOLIEHHE pPECYpCOB.
THUMOBBIME [PEMEPAMK TAKHX TIPEJHAMEPEHHBIX TEXHHUECKUX UHIMeHTOB 1B sBisroTCs:
30H/IMPOBAHUE CETEBBIX MIHPOKOBEIIATENBHBIX 4/[PECOB C LEIBIO IOTHOTO 3aM0JIHEHHS TOJIOCKT
TIPONYCKaHKsl CETH TPAQUKOM OTBETHBIX COOOIICHHUI;

fepe/aya JaHHbIX B HEIPETyCMOTPEHHOM (opMmaTe B CHCTEMY, CEPBHUC MM CETh B IOMITKE
pa3pyIIUTh WA HAPYLIHTH UX HOPMAIbHYIO PaboTy;

OJIHOBPEMEHHOE OTKPBITHE HECKOJBKHX CEAaHCOB C KOHKPETHOW CHCTEMOH, CEPBHCOM HIIA
CETBHIO B IOMBITKE UCYEPIIATh UX PECYPCHI.

Mununents! MBb tuna «OTka3 B 00CIIy>)KUBaHUKY, CO3/IaBAEMBbIe HETEXHUIECKUMU CPECTBAMHU
¥ IPUBOJIAIIME K yTpare HHMOPMAIUH, CEPBHUCA U (M) YCTPOUCTB 00paboTk HHPOPMAIKH,
MOTYT BBI3BIBATHCS, HAIIPUMED, CIEAYIOIMMHU (hakTopamH:

HApyIIeHHs] CUCTeM (HU3MYECKOH 3aIUTHL, NMPUBOJSIIME K XMIICHUAM, IPCAHAMEPCHHOMY
HaHECEHMIO yIep0Oa WK pa3pyleHHo 000pyI0BaH¥s;

ciygaitHoe HaHeceHue yuiep6a TexamdeckuM cpezctsam ['MC i uim MecTy uX pacmoioKeHHs
OT OTHSI WJIM BOJBL,

SKCTpeMalbHBIE YCIOBHS OKPYXKAlOWEH Cpeibl, HaIPUMEpP BBICOKas TeMIeparypa BO3/LyXa,
BBI3BAHHASI BBIXOJIOM M3 CTPOSI CHCTEMBI KOHIUITHOHUPOBAHUS BO3AyXa,

HenpaBHIbHON (QYHKIIMOHMPOBAHHE WM IIEPETPy3Ka CUCTEMBI;

HEKOHTPOJIMPYEMbIe H3MEHEHHSI B CUCTEME;

HenpaBuIbHOE (YyHKIIMOHMPOBAHHE IIPOrPAMMHOI0 M allnapaTHOro obecrieueHus.
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Wamuaentst Ub tuma «COop wuHbOpMamuu» M0Apa3yMeBalOT JEHCTBHS, CBSI3aHHBIE C
OIpeJIC/ICHUEM TOTECHIIHATbHBIX IeJIeH aTaKkh M IOJIydYEeHHEM IIPEJICTABICHUSI O CEepBHCAX,
paboTaromux Ha WACHTHOHIMPOBAaHHBIX Iensx araku. IlomoOnbie wuHmmaentsr Kb
IPE/IIOJIAraroT IPOBEICHUE PA3BEIKH C IIENBIO ONPEIETICHHS:

HAJIMYMs LI, TIOJIyUYEHHS IPEACTABICHUS 00 OKpYKaIOWEeH ee CeTeBOM TOIOJIOIHH;
[OTEHLIMAIBHBIX YSI3BUMOCTEH 1EJIH WK HEMOCPEACTBEHHO OKPYIKAIOILIEH €€ CETEBOM CPEIbI,
KOTOpBIE MOYKHO HCIIOJIB30BaTh ISl ATaKH.

TUnWYHBEIME TIPEMEpPAMH  aTak, HaIpaBICHHBIX Ha cOop HHGOpPMAIMU TEXHUYECKMMH
CpeJICTBaMH, SIBJISTFOTCSI:

cOpaceBanue 3anuceii DNS;

OTIIPaBKA TECTOBBIX 3AIIPOCOB IO CIyYaiHBIM CETEBBIM aJipecaM C LEbl0 HaiTh padoTaroiiue
CHCTEMBI;

30HIMPOBAHKE CHCTEMBI C LEJIbIO HACHTU(PUKALUY OIEPAIIMOHHON CHCTEMBI XOCTa;
CKaHMPOBAHKE JOCTYIHBIX CETEBBIX IOPTOB Ha IPOTOKOJI Nepeadu (aiios cUCTEME ¢ MENBIO
UIeHTU(HUKAIIME COOTBETCTBYIONIMX CEPBHCOB M BEPCHH MPOrPaAMMHOIO 00ECHEYEHMsT ITHX
CEpBHUCOB;

CKaHHPOBAHUE OJHOTO MJIH HECKOJIBKHMX CEPBHCOB C U3BECTHLIMH YA3BUMOCTSIMH I10 THAIIA30HY
CETEBBIX aJIPECOB.

WHIMIEHTH, HampaBlieHHble Ha cOOp HWH(OpMAIUH, CO3aBacMble HETEXHUYECKHMHU
CpeACTBaMH, IPUBOIAT K:

IPSIMOMY HJIH KOCBEHHOMY PACKPHITHIO, MJIM MOJU(pUKAIUK HHPOPMAIHK;

XMIIEHHUIO HHTEJUIEKTYyaTbHOH COOCTBEHHOCTH;

HAPYIICHUIO YYETHOCTH, HAIIPUMED, IPH PETUCTPAIMHU YYETHBIX 3alIUCEeH;

HENPAaBUIBHOMY HCIOJIb30BAaHUIO HH()OPMALMOHHBIX CHUCTEM (HAIpUMEp, C HapylICHHEM
3aKOHA WK TOJMTHKYA OpraHU3aIiH).

VHLIMIEHTH MOTYT BBI3BIBATHCS, HAIPUMED, CIICAYIOIUMHU (HaKTOPaMH:

HApYIIEHUSIMH (DU3HUYECKON 3aIMUTHI, MPUBOMSIIMMH K HECAHKIHMOHHPOBAHHOMY JIOCTYITY K
WHGOPMAIMH ¥ XHIICHUIO YCTPOMCTB XpaHEHMs JaHHBIX, COJEPKALIMX 3HAYMMbIEC [aHHBIC,
HAnpuMep KITIOYH MU (POBAHUS;

HeyJauHo W (WJIM) HENPaBHJIBHO CKOH(MHUIYPHPOBAHHBIMM OINEPAIMOHHBIMHM CHCTEMaMH IO
NpUYHHE  HEKOHTPOJMPYEMBIX  H3MEHEHMH B CHCTEME  MJIM  HETPaBHIbHBIM
(GyHKIHOHUPOBAHKEM TTPOTPAMMHOTO HJIM allapaTHOro OOECIeUeHusl, IPUBOSIIUM K TOMY,
YTO IIEPCOHAJI OPraHM3alUK WM TOCTOPOHHHUMN EPCOHANT TTOIydaeT NOCTYI K HHpOpMaIuu, He
UMesl Ha 3TO pa3pelIeHusl.

HecaHKIMOHMPOBAHHBIM JOCTYIl KaK THI MHIUACHTa BKIIOYAET B CeOs MHIMICHTHI, HE
BOLIEIIIME B IIEPBBIC JiBa THIA. | JI1aBHBIM 00pa3oM O3TOT THII HHIMICHTOB COCTOUT H3
HECAHKIHOHMPOBAHHBIX MONBITOK JOCTYIA B CHCTEMY WJIM HENPABHJIBHOIO HCIIOIb30BAHUS
CHCTEMBI, cepBHca WK ceTH. HeKkoTopble NpHMEphl HECAHKIIMOHMPOBAHHOIO JIOCTyNa C
MIOMOILBIO TEXHUUECKUX CPEICTB BKIIOYAIOT B ceOsi:

IIOIIBITKH M3BJICYb (DAlJIbI C TapOJIIMH;

aTaky nepenoHeHus Oydepa ¢ LebIo MOTyYeHUs IPUBUIIETHPOBAHHOTO JOCTYIIA K CETH;
UCIIOJIB30BAaHKE YA3BUMOCTEH NIPOTOKOJIA Ul IIepexBaTa COCJMHEHHS WU JI0)KHOI'O
HAIPABJICHUS JIESTUTUMHBIX CETEBBIX COCIHHEHMH,

MONBITKA PACHIMPHUTH IIPUBHIIETHH JOCTYNa K pecypcam MM MH(GOpMaIMi 10 CPaBHEHHIO C
JIETUTUMHO MMEIOIIHUMHUCS Y MOJIb30BaTEIIS.

Bonee nozgpobuoe onucanue yrpo3 6ezomacuoct I'MC, a, ciienoBaresibHO, B BO3MOXKHOCTH
JUISL BO3HUKHOBeHUS nHIUAeHToB B npuseneno B jokymente «Mojens yrpo3 6€30macHOCTH

uHpopmaruu B [IC». (

WcnonauTenb: 3aMeCTUTE)Ib 3aBEAYIOIIETO ’X\\k@&m IlykanoBa A.B. 31.08.2022r.

(TOJDKHOCTB) “frojmucs) (®.1.0.) (mara)
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